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GF SECURITIES (HONG KONG) BROKERAGE LIMITED

Date: 22 June 2018
Re: Implementation of Strict password policy and webpage timeout monitoring
Thank you for choosing GF Securities (Hong Kong) Brokerage Limited.

To ensure security and protection of your online trading accounts and to meet with regulatory
requirements for online transactions, GF Securities (Hong Kong) Brokerage Limited (“GF Securities
(Hong Kong)”) will implement a new series of online trading system security measures including a
more stringent password policy and webpage timeout mechanism, which will be effective on 21
July 2018.

Details of the new security measures are as described below:

1. Change of password will be required at system login after implementation of new security
measures;

Password length should not be less than 8 characters;

Password combination must contain English letter(s) and Number(s);

The account will be locked if the incorrect password is entered for 5 consecutive attempts;
Customers will be asked to change the password regularly;

The last 3 passwords cannot be reused for resetting new passwords;
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Re-login will be required for system timeout.

To minimize the effect of new security measures to the online trading service,
customers are kindly advised to change the password in advance in order to fulfil
the new password policy.

If you have any questions, please contact our Customer Services Hotline at (852) 3719-1288 /
40086 95575 or email to seccs@gfgroup.com.hk

Yours faithfully,
GF Securities (Hong Kong) Brokerage Limited



